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Phishing Tests

Verify staff awareness and confirm responses to malicious social
engineering schemes.

Research by Gartner Group suggest that one of the greatest risks to

information security is “increasingly sophisticated use of social
engineering” by malicious actors seeking to bypass IT security

protections.
Greatest security risk: Social engineering,
says Gartner

“The greatest security risk facing large companies and individual

Internet users over the next 10 years will be the increasingly
sophisticated use of social engineering to bypass IT security defences,

according to analyst firm Gartner...”

Security awareness training alone is not enough. Organizations seeking to establish robust IT
security posture must not only train their employees to quick and accurately identify potential
threats, but also confirm that staff members will call upon that training and respond
appropriately when threats are encountered.

Test your team’s ability to identify and take the appropriate actions when phishing
schemes are encountered.

Phishing tests are simulated phishing emails sent to help determine how users are likely to
react when genuine malicious emails are received. Tests can be tailored specifically to the
organization, and even individuals with an organization, such as members of financial or other
departments frequently targeted.

It is recommended that phishing tests be conducted without the foreknowledge of staff. In so
doing, when users receive test emails, they do not know that they are being tested.

Results are designed to reveal what users are deceived into clicking on malicious links,
divulging passwords or other sensitive information so additional training can be provided.
Internally, tests can also be used to help identify and reward employees who spot and report
phishing attempts to alert others.

To facilitate testing, Sandbox Technologies has partnered with Bullphish ID, a leading provider
of information security services.

For additional information, contact your Sandbox Technologies Engineer, Account Manager or
Consulting CIO, or send an email to inquiries@sandboxtech.com.
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